

	
3GPP TSG-SA5 Meeting #150 	S5-235606
Goteborg, Sweden, 21 - 25 August 2023

	CR-Form-v12.1

	CHANGE REQUEST

	

	
	28.824
	CR
	0001
	rev
	-
	Current version:
	18.0.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	



	

	Title:	
	Rel-18 CR 28.824 EN resolution

	
	

	Source to WG:
	Alibaba

	Source to TSG:
	S5

	
	

	Work item code:
	
	
	Date:
	2023-08-11

	
	
	
	
	

	Category:
	D
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	It is proposed to make update for the EN of TR 28.824.

	
	

	Summary of change:
	EN resolution of TR 28.824

	
	

	Consequences if not approved:
	

	
	

	Clauses affected:
	6.3.9

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


	
	

	This CR's revision history:
	



	1st change


[bookmark: _Toc138323818][bookmark: _Toc138338499][bookmark: _Toc139015498]4.2.4	    Issue #4: NSC-NSP service interaction
The NSC-NSP service interactions work (i.e. APIs made available by the NSP, for consumption by the NSCs) is out of the 3GPP scope. Based on the proposal #2, which argues in favour of having one single exposure layer integrating 3GPP capabilities and non-3GPP capabilities, together with the fact that a high number of NSCs are not familiar with 3GPP models, it makes sense to let these interactions be covered in other industry fora. 
Editor's note: The potential group to provide the single exposure layer is FFS.NOTE: 	The potential group to provide the single exposure layer is not addressed in the present document. 

	2nd change


[bookmark: _Toc138338518][bookmark: _Toc139015517]5.3.2.2	Gaps 
To limit issues the exposure from a discovery system of the operator may only provide "read" permissions (w.r.t the exposed MnS) without authentication and authorization. To execute the discovered exposed MnS the consumer still needs to be authenticated and authorized by the management system. Therefore, there is a gap in the difference in exposure for consumption, and exposure for discovery which needs to be solved.
Editor's Note: Whether or not the issue with a third-party discovery system should be solved only for MnSs or for any 3GPP exposed service is FFS.

	3rd change


[bookmark: _Toc138323852][bookmark: _Toc138338547][bookmark: _Toc139015548]7.8	Potential solution for product onboarding
This clause describes a solution for the procedure described in clause 4.1.4.5. For each step in the procedure Table 7.8.1 identifies the following: 
- if an interface is Internal to an operator, i.e. internal to the NSP or External between a NSC and NSP, or None in case the step is an internal process and there is no interface requirement, 
- which operation or notification is used by that step, and
- which specification describes the interface (stage 2 and stage 3). 
Table 7.8.1: Solution for product onboarding
	[bookmark: _MCCTEMPBM_CRPT94090118___7]Step
	Description in step
	Interface
	Reference
	Description in reference

	[bookmark: _MCCTEMPBM_CRPT94090119___4][bookmark: _MCCTEMPBM_CRPT94090120___7]1
	service discovery
	Internal
	TS 28.537 [10], clause 5-
	Editor's Note: further details are FFS

	[bookmark: _MCCTEMPBM_CRPT94090121___4][bookmark: _MCCTEMPBM_CRPT94090122___7]2
	
	None
	-
	-

	[bookmark: _MCCTEMPBM_CRPT94090123___4][bookmark: _MCCTEMPBM_CRPT94090124___7]3
	request list of available services
	Internal
	TM Forum TMF633 [12]
	Service Catalogue

	[bookmark: _MCCTEMPBM_CRPT94090125___4][bookmark: _MCCTEMPBM_CRPT94090126___7]4
	provide list of available services
	Internal
	TM Forum TMF633 [12]
	Service Catalogue

	[bookmark: _MCCTEMPBM_CRPT94090127___4][bookmark: _MCCTEMPBM_CRPT94090128___7]5
	
	None
	-
	-

	[bookmark: _MCCTEMPBM_CRPT94090129___4][bookmark: _MCCTEMPBM_CRPT94090130___7]6
	product catalogue request
	External
	TM Forum TMF620 [13]
	Product Catalogue

	[bookmark: _MCCTEMPBM_CRPT94090131___4][bookmark: _MCCTEMPBM_CRPT94090132___7]7
	product catalogue
	External
	TM Forum TMF620 [13]
	Product Catalogue




	4th change


[bookmark: _Toc138323854][bookmark: _Toc138338549][bookmark: _Toc139015550]7.9.1	Exposure via CAPIF alternative 1
This clause describes a potential solution where network slice management capability is exposed via the Common API Framework for 3GPP Northbound APIs, see TS 23.222 [14].
[image: ]
Figure 7.9.1-1: Exposure via CAPIF alternative 1
In this alternative, network slice management capability exposure provides faultMnS, fileDataReportingMnS, heartbeatNtf, perfMnS, provMnS, and streamingDataMnS as specified in in TS 28.532 [15].
Editor's note: Whether network slice management capability exposure is affected by transforming the management service API to another service API is FFS.
NOTE: 	Whether network slice management capability exposure is affected by transforming the management service API to another service API is not addressed in the present document. 


	5th change


[bookmark: _Toc138323855][bookmark: _Toc138338550][bookmark: _Toc139015551]7.9.2	Exposure via CAPIF alternative 2
This clause describes a potential solution where network slice management capability exposure is used in conjunction with a CAPIF core function (see TS 23.222 [14]) to expose management services to MnS consumers.
 [image: ]
Figure 7.9.2-1: Exposure via CAPIF alternative 2
In this alternative, network slice management capability exposure consumes the interfaces at reference points CAPIF-3, CAPIF-4, and CAPIF-5 as defined in TS 23.222 [14]. It may be necessary to extend CAPIF-3/4/5 as defined in TS 23.222 [14] to support exposure of network slice management services.
In this alternative, network slice management capability exposure provides the interfaces at reference point CAPIF-2/2e. It may be necessary to extend CAPIF-2/2e as defined in TS 23.222 [14] to support network slice management capability exposure and authentication of MnS consumers.
In this alternative, MnS consumers utilize the interfaces at reference point CAPIF-1/1e. It may be necessary to extend CAPIF-1/1e as defined in TS 23.222 [14] to support authorization/authentication of MnS consumers and discovery of MnS producers.
Editor's note: Whether network slice management capability exposure is affected by transforming the management service API to another service API is FFS.NOTE: 	Whether network slice management capability exposure is affected by transforming the management service API to another service API is not addressed in the present document. 

Table 7.9.2-1 shows the CAPIF interface and the potential MnS that can be implemented within the interface for alternative 2. In addition, extension of CAPIF interface may be needed to achieve certain functionalities in the context of network slice management capability exposure.
Table 7.9.2-1: Interface description
	Interface
	Related MnS
	Gap analysis

	CAPIF 1/1e
	-	Discovery of MnS(s) from MnS registry using ProvMnS
Specified in TS 28.622 [17], TS 28.623 [16], and TS 28.532 [15]

	- How the MnS consumer can discover the MnS producer using CAPIF 1/1e is not specified.
- The ServiceAPIDescription for CAPIF_Discover_Service_API needs to be extended in the context of network slice management capability exposure. The MnS address within the MnS data can indicate a MnS producer for exposing MnS after authentication and authorization.
-	Management of MnS consumers includes the management of MnS consumer type and identity. The management of MnS consumer type and identity is for differentiating different access permission for different MnS consumer.

	CAPIF 2/2e
	-	Authentication and authorization of MnS consumers is specified in TS 28.533 [11] clause 4.9.

-	Service APIs (MnS): faultMnS, fileDataReportingMnS, heartbeatNtf, perfMnS, provMnS, and streamingDataMnS
Specified in in TS 28.532 [15]
	- How to use MnS as extension for CAPIF 2/2e is not specified.
- The Service API for CAPIF 2/2e need to be extended to support MnS.

	CAPIF 3
	-	Nchf_ConvergedCharging
Specified in TS 28.201 [18] and TS 28.202 [6]
- Access control capability specified in TS 28.533 [11]

	

	CAPIF 4
	-	MnS Registry
Specified in TS 28.622 [17] and TS 28.623 [16].

	- How to publish the MnS data for MnS discovery by the MnS consumer using CAPIF 4 is not specified.
- The ServiceAPIDescription for CAPIF_Publish_Service_API needs to be extended in the context of network slice management capability exposure. The MnS address within the MnS data can indicate a MnS producer for exposing MnS after authentication and authorization.

	CAPIF 5
	-	Auditing of the MnS producer is not specified
	- How to allow MnS producer to recognize and differentiate each MnS consumer during the auditing is not specified.
- MnS consumer ID is needed for auditing service API invocation.



After the MnS consumer completes authentication and authorization, the CAPIF core function needs to help the MnS consumer to discover the address of the MnS producer so that the MnS consumer can request MnS consumption. In order to provide the discovery service to the MnS consumer, the MnS data that contains the address of the MnS producer needs to be published to the CAPIF core function. This may require an extension of CAPIF-4 interface to make sure that the ServiceAPIDescription for CAPIF_Publish_Service_API can carry the MnS data in order to support the discovery service for the MnS consumer.
The mnsAddress of MnsInfo within CAPIF-1/1e and 4 can be extended as below:
Table 7.9.2-3: mnsaddress information within MnsInfo
	[bookmark: _MCCTEMPBM_CRPT94090143___4]Attributes
	Support
	Cardinality
	Description

	mnsAddress
	M
	1
	The MnS address for external MnS consumer indicates a MnS producer for exposing MnS after authentication and authorization.



For CAPIF-5 interface, According to TS 23.222, API management function can access the service API invocation logs via CAPIF-5. The procedure for auditing needs the query service API log request from API management function to the CAPIF core function. Since API management function is within the 3GPP management system, in order to differentiate each MnS consumer, MnS consumer ID is needed in order to allow MnS producer to recognize each MnS consumer during the auditing. Therefore, API Invoker's ID need to be extended as MnS customer ID.
The MnS consumer management information is needed for differentiating the MnS consumer in term of consumer type and different access permission. The MnS consumer type is for differentiate the MnS consumer inside and outside the PLMN trust domain. 
CAPIF core function can authorize MnS consumer with certain permission (e.g. access token) using CAPIF-1/1e interface. The permission can allow the MnS consumer to get access to the authorized information of MnS from respective MnS producer. In order to allow the corresponding MnS producer to recognize the MnS consumer and the corresponding authorized MnS, MnS consumer ID is needed. Therefore, API Invoker's ID need to be extended as MnS customer ID.
Editor's note: The format of MnS consumer ID is FFS.NOTE: 	The format of MnS consumer ID is not addressed in the present document. 


	6th change


[bookmark: _Toc138323856][bookmark: _Toc138338551][bookmark: _Toc139015552]7.9.3	Exposure via CAPIF alternative 3
This clause describes a potential solution where network slice management capability exposure implements a Common API Framework for 3GPP Northbound APIs (see TS 23.222 [14]) to expose management services to MnS consumers.
 [image: ]
Figure 7.9.3-1: Exposure via CAPIF alternative 3
In this alternative, network slice management capability exposure may internally implement the internal interfaces using reference points CAPIF-3, CAPIF-4, and CAPIF-5 as defined in TS 23.222 [14] or may use non-standardized interfaces.
In this alternative, network slice management capability exposure provides the interfaces at reference point CAPIF-1/1e. It may be necessary to extend CAPIF-1/1e as defined in TS 23.222 [14] to support authorization/authentication of MnS consumers and discovery of MnS producers.
In this alternative, network slice management capability exposure provides the interfaces at reference point CAPIF-2/2e. It may be necessary to extend CAPIF-2/2e as defined in TS 23.222 [14] to support network slice management capability exposure and authentication of MnS consumers.
Editor's note: Whether network slice management capability exposure is affected by transforming the management service API to another service API is FFS.NOTE: 	Whether network slice management capability exposure is affected by transforming the management service API to another service API is not addressed in the present document. 


	7th change


[bookmark: _Toc138323858][bookmark: _Toc138338553][bookmark: _Toc139015554]7.10	Possible solution for network slice management capability exposure
[bookmark: _MCCTEMPBM_CRPT94090164___4]This solutions supports exposure via CAPIF alternative 2and exposure via CAPIF alternative 3 as defined in clauses 7.9.2 and 7.9.3.
This solution proposes to use CAPIF framework [14] to expose network slice management capabilities to external entities. The solution requires extending the existing CAPIF mechanism to support MnS exposure and authorization. This includes extending the ServiceAPIDescription (see clause 8.2.4.2.2 of [19]) to support the description of the 3GPP management services required for exposure. This also includes defining mechanism to build exposure governance rules for allowing granular access to MnS from external entities.
In addition to external entities, the same solution can be used to provide access to entities inside PLMN trust domain (see clause 3.1 of [14]). Three types of consumer are considered here; 
-	NOP-External: the consumer is external to PLMN trust domain, 
-	OAM-External: the consumers is external to 3GPP management domain e.g. (5GC NFs, trusted AF and application layer entities e.g. SEAL)
[bookmark: _MCCTEMPBM_CRPT94090165___4]-	OAM-Internal: consumer is internal to 3GPP management domain.


Figure 7.10-1
MnS Producer (acting as API Provider Domain Function) registers with CCF using Register_API_Provider operation as defined in clause 5.11.2.2.2 of [19].
MnS consumer (acting as API Invoker) registers with CCF. The registration request will include related MnS Consumer details as part of APIInvokerEnrolmentDetails (clause 8.4.4.2.2 of [19]).
Editor's Note 1: Whether the APIInvokerEnrolmentDetails (clause 8.4.4.2.2 of [19]) need to be extended with provided consumer details in FFS.NOTE: 	Whether the APIInvokerEnrolmentDetails (clause 8.4.4.2.2 of [19]) need to be extended with provided consumer details is not addressed in the present document. 

1)	MnS producer publishing the available management services with CCF. MnS Producer can optionally perform transformation of MnS into service API(s) before publishing. In absence of this transformation MnS are considered to be service APIs being exposed to MnS Consumer.
NOTE 1:	Whether this optional transformation is needed or not, and its implementation details, is out-of-scope of 3GPP.
NOTE: 	Initiatives such as CAMARA are working on this kind of transformation. 
Editor's Note: Initiatives such as CAMARA are working on this kind of transformation.
2)	MnS consumer gets authenticated with CCF as per the procedures defined in clause 8.10 of [14].
3)	MnS consumer discovers the available service APIs using the CAPIF discovery mechanisms. CCF authenticates the MnS Consumer and reports the available management service described by the ServiceAPIDescription.
4)	MnS consumer gets authorization to access available service APIs as per the procedures defined in clause 8.11 of [14]. 
5)	MnS consumer gets authenticated with AEF as per the procedures defined in clause 8.14 of [14].
6)	MnS consumer tries to access the service API. 
7)	MnS Producer checks the validity of the token including checking the granular consumer's authorizations. MnS Producer will then decide whether to allow the access or not. 
8)	MnS Producer may interact with CAPIF Core for authentication, authorization and charging.
9)	MnS Producer provides appropriate response.
NOTE 2:	When this solution applies to alternative 3, the CAPIF core function becomes part of MnS Producer.
This solution requires MnS to be described as a Service API. To accomplish this, the management service discovery data needs to be mapped to CAPIF data structures.
As defined in 28.622 [17], a Management Service is described by IOC MnsInfo (clause 4.3.42).
As defined in 29.222 [19], the service API is described in a ServiceAPIDescription datatype (clause 8.2.4.2.2) which contains one or multiple aefProfiles (clause 8.2.4.2.4). Each aefProfile contains one or multiple API versions (clause 8.2.4.2.5). Each API version may expose one or multiple resources (clause 8.2.4.2.6).
One possible solution to represent an exposed MnS as a Service API is as follows:
MnsInfo attribute mnsLabel is mapped to	ServiceAPIDescription/apiName.
MnsInfo attribute mnsVersion is mapped to	ServiceAPIDescription/AefProfile/Version/apiVersion.
MnsInfo attribute mnsType is mapped to	ServiceAPIDescription/AefProfile/Version/Resource/resourceName.
MnsInfo attribute mnsAddress is mapped to	ServiceAPIDescription/AefProfile/Version/Resource/uri.
MnsInfo attribute mnsScope is mapped to	ServiceAPIDescription/AefProfile/Version/Resource/description.
Editor Notes 3: Whether the authorization mechanism as defined in [14] need to be extended is FFS. 
NOTE: 	Whether the authorization mechanism as defined in [14] needs to be extended is not addressed in the present document. 

	[bookmark: _Toc462827461][bookmark: _Toc458429818]End of changes
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